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Swift CSCF

The Swift Customer Security Controls Framework (CSCF) is a set of mandatory and advisory security
controls for Swift users. It is part of the Swift Customer Security Programme (CSP), which is
designed to help financial institutions strengthen their cyber security defenses and protect the
integrity of the wider financial network.

Swift CSCF Objectives & Principals

Swift CSCF Controls
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Customer Security Control Framework (CSCF) 

Objectives Principals

Secure your
environment

1. Restrict internet access and segregate critical systems from the general IT
environment.
2. Reduce attack surface and vulnerabilities.
3. Physically secure the environment.

Know and limit
access

4. Prevent compromise of credentials.
5. Manage identities and segregate privileges.

Detect and
Respond

6. Detect anomalous activity to system or transaction records.
7.Plan for incident response and information sharing.

Swift CSF

Swift CSF stands for Swift Customer
Security Framework. It is a set of
mandatory and advisory security
controls that Swift users must
implement to protect their systems
and data from cyberattacks. The CSCF
is part of the Swift Customer Security
Program (CSP).

Swift CSCF Benefits

• Baseline security controls.

• Framework for risk assessment and
management.

• Identification and remediation of
security gaps.

• Continuous improvement of
security posture.

Security Topics in CSCF

• Network security

• Application Security

• Access control

• Data security

• Incident response

• Business continuity
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